Abstract
The attack on the World Trade Center in New York and the Pentagon in Washington drastically altered the geopolitical set-up. It also constituted a challenge to the International Committee of the Red Cross (ICRC) and in many respects has affected the very nature of its field of activity throughout the world.
The fateful events of 11 September 2001 epitomized a situation that confronts the ICRC in its work in many conflict zones all over the world, namely asymmetrical warfare. A handful of men armed with box-cutters humiliated the sole great power with all its highly sophisticated weaponry in front of live cameras, killed thousands of people in next to no time and graphically demonstrated the vulnerability of the United States and the entire western world.
The series of terrorist strikes in Russia in the second half of 2004 were as great a traumatic experience for the Russians as the 9 -11 attacks were for the Americans. The hostage-taking and ensuing massacre in the North Ossetian town of Beslan by Chechen suicide attackers demonstrated that militarily weaker opponents want to influence confrontations, this time with a diabolic target choice in a marginal war zone, potentially drawing other areas into a spiral of violence.
This article deals with the phenomenon of asymmetrical warfare. In asymmetrical wars the parties are unequal and the principle of equality of arms no longer holds true. The belligerents have disparate aims and employ dissimilar means and methods to pursue their tactics and strategies.
The aforesaid terrorist attacks are only one exceptional, albeit extremely brutal, epoch-making variant of such warfare. Violent acts of terrorism designed to achieve political ends by spreading horror are nothing new. Suicide bombings have been carried out in all wars. Terrorist acts have been perpetrated by State bodies and individuals and have often triggered war, or have left their mark on a country even in peacetime.
A new phenomenon?
The Old Testament 1 recounts how King Saul's army, terrified of fighting the great and seemingly invincible Philistine armies with their thundering giants, had been unable to beat them. Since no soldier was willing to face the Philistine champion, the giant Goliath, the young shepherd David took up the challenge. Raising his sling, he threw a smooth stone at the giant's forehead and Goliath fell face down onto the ground. David ran over to him, drew the giant's sword from its sheath, stabbed him with it and then lopped off his head, whereupon the Philistine soldiers fled in panic.
The biblical story shows that asymmetrical warfare is not new. The equality of warriors was called into question, a civilian -a youngster -engaged in combat and the shocking act of beheading the adversary spread panic and allowed victory to be won. Asymmetrical warfare favours certain behaviour, but
The term "symmetrical warfare" is generally understood to mean classic armed conflict between States of roughly equal military strength. 7 The wars that took place in the eighteenth and nineteenth centuries -i.e. after the Peace of Westphalia -in which evenly matched government troops confronted and fought each other in open battles have sometimes been called a thing of the past, for in the twentieth century wars became more complex and more unequal. Furthermore, most wars nowadays are internal, although they frequently have international ramifications. They are as diverse as they are numerous and the way in which they are conducted varies according to the type of conflict.
International wars
Symmetrical wars between States are risky, as it is impossible to anticipate which party will be victorious and the costs usually outweigh the anticipated benefits. Conflicts closely approximating this model, such as the war between Argentina and Great Britain over the Falkland/Malvinas Islands, the war between Iraq and Iran in the eighties or the conflict between Eritrea and Ethiopia just before the turn of the century, have become rare. Threatening scenarios, like those staged by the atomic powers India and Pakistan, are reminders of a potentially destructive symmetry that still exists at the strategic level. Yet even here, enormous resources have to be invested in an endeavour to create asymmetry so that, if need be, a war could be fought and if at all possible won.
Even international armed conflicts are generally asymmetrical. When a great military power (today this term applies especially to the USA) goes to war, asymmetry is virtually inevitable, because the stronger military power's opponent is less well armed. 8 The Gulf War in the early nineties was an example of 7 See especially a series of articles on asymmetrical warfare with regard to the idea of a revolution in military affairs (RMA) Many aspects of the hostilities in the new Iraq war are a particularly impressive illustration of asymmetry. While the stronger military side strives to secure a rapid, decisive victory on the battlefield through the massive use of force, the weaker party, recognizing the military superiority of its opponent, will avoid open confrontation that is bound to lead to the annihilation of its troops and to defeat. Instead it will tend to compensate for its inadequate arsenal by employing unconventional means and methods and prolonging the conflict through an undercover war of attrition against its well-equipped enemy. The purpose of the frequent recourse to acts of terrorism is to wage war on the television screens and in the homes of the mightier State, rather than on the battlefield. The weaker party's weapons, namely spectacular terrorist attacks and acts that are regarded as treacherous and "below the belt", enable the weaker opponent to conduct an offensive war by going for the militarily stronger State's "soft underbelly".
Striking at the ICRC demonstrated that no mercy would be shown even to neutral relief organizations. The aim of such aggression is probably not so much to hinder relief operations as deliberately to shock and to wage a savage war where no concessions are made to neutrality. Random attacks in civilian populated areas also showed that, in contrast to guerrilla warfare, those responsible for these bombings did not need the population's approval to continue their fight.
In order to offset comparative disadvantages resulting from its cumbersome military apparatus, the stronger adversary is likewise tempted to employ asymmetrical tactics and unconventional means and methods.
The dividing line between combatants and civilians in asymmetrical wars of this kind is consciously blurred and at times erased. During the latest war in Iraq, the Iraqi army retreated whenever it could before the overwhelming strength of the enemy. Even in the earliest phase of the war, the Iraqi army -understandably -did not want to expose itself to bombardment. For this reason, its members -impermissibly -mingled with the civilian population and ultimately took off their uniforms, thus calling into question the most important principle of the law of war, namely that a distinction must be drawn between combatants and civilians.
Internal wars
Asymmetry usually exists in internal armed conflicts, owing to the fact that governments are mostly fighting a non-governmental armed group. In this type of conflict, which is to be found in most of the areas where the ICRC works, inequality between the belligerents and their weaponry is the rule rather than the exception. The conflicts in Chechnya 10 (Russian Federation), Aceh (Indonesia), Darfur (Sudan) and many other African regions fall into this category.
The context of conflicts has altered, especially since the end of the Cold War and the "proxy wars" in which the adversaries were supported symmetrically by the United States and the former Soviet Union. The government side is usually fairly well organized and has more firepower at its disposal than the rebel movements, although it may be unable to retain control of the whole country and to neutralize the armed opposition groups. In such a situation, rebel movements will tend to resort to the same means as those employed in the aforesaid international asymmetrical wars and, in particular, to guerrilla tactics, where fighters melt into the civilian population and rebels disclose their identity as combatants merely by the fact that they engage in offensive operations.
Ironically, in internal wars where the rules of war are least heeded, there may be a certain amount of symmetry. Wars between organized armed groups are taking place with increasing frequency in countries where there has been a partial or complete breakdown of law and order and government structures. An example of this is Somalia, a State without a government where the fighting in the early nineties sometimes lapsed into anarchy and at other times followed rigid clan rules.
There has been a perceptible increase in the privatization of war in many parts of Africa, for example in Sierra Leone and Liberia, but the same phenomenon is also seen in Afghanistan, Chechnya, Myanmar and Columbia. Such wars are driven not so much by politics as by economics.
11 The belligerents become war enterprises. The motives for war are economic and links with organized crime, illegal trade and drug trafficking often make them even more lucrative. Furthermore, many of these conflicts transcend national borders.
Transnational wars and international terrorism
Private wars frequently overlap with new forms of transnational violence and international terrorism in particular aimed not necessarily at securing military victory, but above all at politically undermining or defeating the enemy by destroying capital, making it unsafe to exploit resources or forcing economic players to withdraw from areas which become increasingly dangerous.
Such wars are of a special nature. Unlike classic guerrilla movements, such terrorist organizations do not even tactically depend on the population's support, tacit or otherwise, because many of their acts are carried out with the utmost secrecy in the adversary's hinterland. The struggle against such groups is therefore more reminiscent of the battle against organized crime than of a classic war.
After the first bloody assassinations carried out by organizations like al-Qaeda, nobody immediately thought of a "war" and no connection was made between attacks in various countries. 12 Geopolitically and strategically speaking, but not necessarily legally, one can argue that a state of war exists since organizations operating globally can threaten and shatter the foundations of the world order through the sheer scale and the effects of their violent acts. The potential use of weapons of mass destruction, which could claim thousands or hundreds of thousands of lives, is a strategy as well as a crime. 13 The United Nations Security Council also deemed the events of 11 September 2001 to be armed attacks threatening world peace, thereby implying the existence of a situation similar to a war. 14 Moreover, both the attackers of the World Trade Center and the Pentagon and the attacked United States spoke of war and perceived it as such. On both sides there is an animus belligerendi, an intention to create a state of war between itself and its opponents. The US National Commission asserted that there was a war going on which should be treated as such and that it was not primarily a criminal conspiracy.
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From al-Qaeda to al-Qaedaism?
One of the characteristic features of transnational wars and international terrorism is that they are unpredictable and that it is generally difficult to discern the beginning and the end of these hostilities. Only when separate acts of violence form part of a series of massive attacks that can be attributed to a well-structured organization can they be termed armed conflicts. 16 At least before the attacks on the United States in New York and Washington, al-Qaeda was a well structured organization. In the words of the 9-11 Commission of the United States it was "a hierarchical top-down group with defined positions, tasks and salaries."
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The organization of al-Qaeda has certainly been affected by post September 11 counter-terrorism measures, although it is probably only dispersed and driven underground rather than defeated. Following the armed conflicts in Afghanistan and Iraq and in the framework of anti-terrorist measures, the operational bases of al-Qaeda are more difficult to maintain. Many protagonists of al-Qaeda have been arrested or have had their movements restricted, financial transactions blocked and communication supervised.
The al-Qaeda structure was not only a centralised organization, but it also encouraged bottom-up initiatives and decentralisation. The organization has promoted a global "jihad", seeking to motivate individuals and cells or existing groups worldwide to join its "just war" and to define their local "jihad" as part of a universal fight. Groups, such as the Algerian "Groupe salafiste pour la prédication et le combat" are publicly claiming to be part of the organization. Cells operating secretly in Muslim and non-Muslim countries fighting for the advent of the caliphate were sponsored by al-Qaeda and/or were acting under the umbrella of al-Qaeda when launching spectacular terrorist attacks in all corners of the world, in the United States, Indonesia, Kenya, Tunisia, Pakistan, Turkey, Spain, Saudi Arabia and Russia, to name only the most well-known cases. Iraq has become a point of crystallisation of Islamic terrorism. Even 15 "Calling this struggle a war accurately describes the use of American and allied armed forces to find and destroy terrorist groups and their allies in the field, notably in Afghanistan. The language of war also (emphasis added) evokes the mobilization for a national effort. " (The 9-11 Commission Report (footnote 12), p. 363). 16 Art. 1(2) Protocol II Additional to the Geneva Conventions (applicable to non-international armed conflicts) defines "isolated and sporadic acts of violence and other acts of similar nature" "as not being armed conflicts". Difficulties to determine the threshold of applicability of humanitarian law apply in many other situations. Covert operations in international armed conflicts are difficult to attribute to a State in international armed conflicts and in non-international armed conflicts according to Art. 3 of the Geneva Conventions, the organisational level of the parties to a conflict may widely vary in time and there is rarely a single event which indicates the beginning or end of hostilities. 17 individual fighters claim to be operating under the leadership of Osama bin Laden and his organization.
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The way al-Qaeda established itself in Afghanistan was an exception which gave it a territorial context. Today, its supporters are scattered throughout the world and try to hide among the multitudes in order to strike the militarily stronger opponent through carefully targeted action.
However, most of the Islamic militant groups had and still have a territorial approach, mostly with the objective of replacing a secular regime in their country and establishing a State based on Islamic prescriptions. Indeed, most current conflicts in the world, including those taking place in Arab and Muslim countries, have their own roots dating back long before the so-called "global war on terror". Nevertheless, many of those conflicts now present a global dimension that supplements, but does not replace their local and historical dimension. Suicide attacks by Palestinians on civilians in Israel as well as the hostage taking in Beslan in Russia ended in tragedies which were influenced by the new paradigm inaugurated by al-Qaeda: martyrdom operations seeking to inflict mass civilian casualty.
Conversely, States often describe insurrections as part of terrorist endeavours, readily labelling all opponents as terrorists. Additionally, the "global war on terror" insinuates that the international community as a whole is engaged in a war-like situation. Seen from this perspective, a global confrontation is taking place between the international community of States and both a network of transnational as well as local organizations resorting to terror. Nationalistic armed opposition groups are seen or portrayed as part of a wider network which gives the impression of an enhanced potential threat and allows for an ever stronger repression of their activities.
The mixing of different types of war and violence
In most of the more recent wars, changing combinations and amalgamations of players have interacted in a bewildering mosaic of all types of warfare. The present phase of the hostilities in Iraq offers a graphic lesson in international networking, as local activists join forces with groups pursuing totally different interests. It would seem from investigations conducted by the Iraqi police that, in many of the car bomb attacks on American targets, it was probable that supporters of Saddam Hussein picked each target, al-Qaeda related groups planned the operation meticulously in the light of its experience with suicide bombings in Africa and Saudi Arabia, Ba'athists took charge of the financial and logistical side and procured vehicles, weapons and explosives, and then mercenaries or Arab "jihadis" who were prepared to commit suicide were entrusted with the actual implementation. 
Asymmetrical war and international humanitarian law
Asymmetrical wars do not fit in with either Clausewitz's concept of war between basically equal parties or the traditional concept of international humanitarian law. It is debatable whether the challenges of asymmetrical war can be met with the current law of war. If wars between States are on the way out, perhaps the norms of international law that were devised for them are becoming obsolete as well. An even more fundamental consideration, which could be raised in view of the growing privatization of wars today, is whether the State-based model enshrined in the Peace of Westphalia, which was designed to put an end to the privatization of wars in the seventeenth century, is not losing its relevance. On a more modest level I am trying to compare certain basic tenets of international humanitarian law, to which the martial term the "law of war" is again being applied with greater frequency, alongside current trends in warfare.
Asymmetry in the legality of war
International law basically premises a distinction between the reasons for waging war and warfare itself. This distinction was made in the late Middle Ages and the two areas of law were called jus ad bellum, the right to wage war, and jus in bello, the law governing the conduct of war. Today this distinction is still a crucial and decisive factor, without which there would be no chance of securing respect for international humanitarian law.
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The United Nations Charter and customary international law 21 lay down the rules regarding the first series of questions. The current debates about the legitimacy of self-defence in the case of Afghanistan (2001) In purely factual terms, the greater the inequality of the warring parties, the more asymmetrical the lawfulness of having recourse to armed force naturally becomes. The higher the legal standing of one party is, the more it will be able to plead legal grounds justifying the use of force. A permanent Security Council member has greater weight when determining the lawfulness of recourse to arms than an ordinary State. In an internal armed conflict, a State will deny that national groups are entitled to engage in an armed struggle and will aver that it is the State structures that have the monopoly over force against individuals. Therefore, the militarily stronger party's entitlement to use force will usually be recognized.
In parallel, the concept of a "just war" with no holds barred is returning, underpinned by moral arguments. 23 The weaker party will search for extra-legal legitimation and proclaim that it has moral or religious motives for waging war, thus also engaging in a "just war" discourse. It is symptomatic that concepts of "crusade" and "jihad" are increasingly used.
However, the rules of the law of armed conflicts should apply to any armed conflict, irrespective of whether it is lawful or not. 24 The purpose of this sharp distinction between the reasons to make war and rules governing the war is to avoid any warring party being permitted on legal, moral or religious grounds to flout agreed minimum humanitarian rules and wage all-out war in order to achieve what it considers lofty aims.
Asymmetrical legitimacy of the belligerents
Until now the Rousseau-Portalis doctrine has governed the law of war. Its conclusion, imbued as it is with the spirit of Rousseau's work Du Contrat Social, maintains that "(War) is not (…) a relationship between man and man, but between State and State." 25 The idea that it is the sovereign's prerogative to wage war still pervades almost all international treaties concerned with war. The relationship between States rests essentially on equality between them. In principle, the opponents acknowledge their similarity and this recognition forms the basis of the current international law on war that potential adversaries have worked out and adopted.
Whereas in wars between States the opponent is deemed to possess lawfulness and legitimacy, in internal conflicts, and particularly in the "war" on terror, non-State parties are said not to have these attributes. Be this as it may, the rules of international humanitarian law on non-international armed conflicts draw attention to the fact that compliance with these rules should have no bearing on the legal status of the parties to the conflict.
26
The non-State party's desire to acquire political and even legal legitimacy is, however, one motive behind its often only ostensible promotion of respect for international humanitarian law. Major non-governmental parties to internal wars, such as the ANC in South Africa, the PKK in Turkey, UNITA in Angola, the Mujahedin in Afghanistan or the Maoist in Nepal, have given unilateral undertakings that they will abide by international humanitarian law, and the parties to the wars in the former Yugoslavia did likewise in multilateral agreements. The belligerents' innumerable pledges of compliance with the law, even in wars like that in Liberia in 2003, often contrast sharply with actual practice and in many cases are aimed solely at becoming "respectable".
The ICRC must, however, grasp these opportunities to improve the plight of war victims and endeavour to ensure that the promises made do not remain mere lip service. Especially towards the end of wars, when both sides are growing weary, such promises can and may smooth the path towards peace negotiations and the legitimation of the non-State party.
The less equal the belligerents are, the less they will be prepared to treat the adversary as legitimate. Groups classified as "terrorists" will probably be denied any legitimacy and will be considered criminals. The opposite side is not regarded as an equal; the epithets "uncivilized", "criminal" or "terrorist" indicate that it should be denied equality at all costs. Its members will be treated as outlaws and will be ruthlessly pursued, if necessary by unconventional or illegal means.
Extending the principles of international humanitarian law enshrined in Article 3 common to the Geneva Conventions, which relates to armed conflicts not of an international character, to the non-State parties to a war can easily be misunderstood as an attempt to legitimize them. Yet its provisions are purely humane. It stipulates that all parties to an armed conflict must distinguish between persons engaging in hostilities and persons who are not, or no longer, taking part in them. The latter must be dealt with humanely and, in particular, they must not be maltreated, taken hostage or summarily sentenced or executed. The sick and wounded must be cared for.
Asymmetrical interests in the application of international humanitarian law
International humanitarian law rests on a balance of humanitarian and military interests. 27 In order to prevent the parties sliding into an all-out war ending with the complete destruction of the enemy, their choice of the means and methods of warfare is restricted. In particular, persons not or no longer taking part in hostilities, such as civilians or wounded or captured soldiers, must be spared. Humanitarian and military interests do not necessarily clash. It is undoubtedly in the interests of an army to treat prisoners of war well and to expect the enemy to do the same. Similarly it may be advisable to refrain from bombing towns so as not to expose one's own population to a similar fate. Like most legal rules, both precepts have grown out of custom and the conviction that this practice ought to be legally valid. For this reason many rules of international humanitarian law are essentially designed to cover the belligerents' own best interests, so they should really be keen to comply with them. At the same time, the adversary is expected to have the same basic interests. Customary law and the whole body of treaty law contained in the Geneva Conventions protecting war victims have developed from the concurrence of these interests.
Reciprocity is of paramount importance in political terms and even the bulk of international humanitarian law thus rests on the expectation of reciprocity. 28 In international armed conflicts this is reflected, for example, in the traditional definition of armed forces and in the demand that their members respect the laws and customs of war when fighting. 29 It is therefore assumed that the enemy, that is to say the members of the enemy's armed forces, will behave in the same or at least a similar manner. In Lauterpacht's terms "it is impossible to visualize the conduct of hostilities in which one side would be bound by the rules of warfare without benefiting from them and the other side would benefit from them without being bound by them."
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The resemblance to a classic duel or tournament in which both sides had an equal chance of winning or survival is not fortuitous. The concomitant chivalry in battle is in fact still demanded by many provisions of international humanitarian law.
In asymmetrical wars, the expectation of reciprocity is basically betrayed and the chivalrous ethos is frequently replaced by treachery.
31
Open confrontation between armed forces is avoided and generally never takes place. Sham civilians illegally using protected emblems and uniforms abuse the trust of the other side. By definition, suicide bombers do not expect reciprocity. In the extreme case of international terrorism, al-Qaeda has never promised to adhere to the law of war, but on the contrary rejects it. In his "Letter to America", published in 2002, Osama bin Laden declared that the American people are guilty of not seizing the opportunity to engineer a change in policy through democratic means and of paying taxes to finance repressive policy in Palestine and the occupation of Arab countries in the Gulf. "The American army is part of the American people (…) the American people are the ones who employ both their men and their women in the American forces which attack us. That is why the American people cannot be innocent of all the crimes committed by the Americans and the Jews against us. Allah, the Almighty, legislated the permission and the option to take revenge. (…) And whoever has killed our civilians, then we have the right to kill theirs." 32 Not only is the fundamental distinction not made between combatants and civilians, but it is systematically used for the very purpose of placing the adversary at a disadvantage.
In such cases, the other side begins to feel that it might be more in its interest not to consider itself bound by the law of war. In international armed conflicts, this is reflected first and foremost by the withholding of prisoner-ofwar status, which, as a matter of principle, provides members of the armed forces with immunity from prosecution for participating in hostilities. This issue is of acute importance for all the internees in Guantánamo who are denied that status, although no detailed examination has yet been carried out to determine, for example, the status of members of the Taliban armed forces. It was not until the recent decision of the Supreme Court of the United States in the Hamdi case 33 that the Department of Defense issued an "Order establishing combatant status review tribunal." 34 However, a federal judge declared the special trials not to be in accordance with the Geneva Conventions and unlawful. 35 Not only is the status of captives being called into question, but it is claimed that members of government forces are being unduly fettered in a war against opponents who do not comply with or who do not consider themselves bound by any of the legal rules. 36 To level the battlefield, the military-wise stronger party is tempted to resort as well to unconventional warfare and covert operations.
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Asymmetry can indeed place a warring party at a disadvantage if it, unlike the other side, abides by the rules of the law of war. It might then at least entertain the thought that the use of torture just might yield information about the adversary and its intentions, that it would be quicker and easier to take an alleged civilian terrorist out of circulation by deliberately killing him than by putting him on trial and, similarly, that a huge military strike which also hits the civilian population indiscriminately, wiping out not only combatants but also their families and other possible sympathizers, might undermine the morale of a movement. 38 But despite their origin and evolution, most rules of international humanitarian law are now provisions which, because of their fundamentally humanitarian character, are binding on all parties of an armed conflict. One of the civilizing achievements of the nineteenth century was that legal norms which were formerly only utilitarian came to demand a minimum level of humanity irrespective of reciprocity.
The ban on reciprocity in international humanitarian law, as codified in the Vienna Convention on the Law of Treaties, 39 is rooted in this way of thinking. In our context, this means in practice that the response to torture cannot be torture and bloody attacks on the civilian population, or that terrorist raids cannot be answered in kind. Nevertheless, traces of reciprocity do still exist in today's humanitarian law, in that the ban on reprisals against civilians or the civilian population has not yet gained full acceptance in customary law.
Universally valid rules for asymmetrical parties to conflict
The International Court of Justice highlighted the legal trend away from reciprocity when, in the well-known "Nicaragua Judgment", 40 internal conflicts -a "mini convention" applicable in all situations of armed violence, and likewise qualified the principles of international humanitarian law as "elementary considerations of humanity". The detailed rules applicable to international conflicts are generally considered as constituting ius cogens, binding on all parties to a conflict. For the ICRC, these binding humanitarian rules and principles are of primary importance when it is faced with asymmetrical warfare, since they offer an alternative to reciprocity based arguments which in such situations often result in events taking a turn for the worse, rather than the better, and in no one feeling any further obligation to abide by the rules.
Humanitarian law already has built-in barriers to such developments, because a balance between humanitarian, military and security interests has already been struck in the Conventions and a framework for waging war is provided. In particular, threats to State security may not be used as an opportunity to tear up the very rules created for dealing with such an eventuality.
Especially in wars between States, the rules on warfare and the protection of victims generally still offer an adequate response to contemporary events in theatres of war, even in conflicts where there is no equality of arms. The overlapping of the aforementioned types of war in one and the same theatre does not, however, make it any easier for legal experts to find simple solutions. In the more recent international wars in Afghanistan and Iraq, international, internal, private and transnational armed confrontations often take place simultaneously. Despite that, they all follow different legal rules.
Restricted area of applicability
In internal armed conflicts, we must start our search for solutions by trying to identify the fundamental area of application of international humanitarian law. It applies only when a conflict occurs between "armed parties". This presupposes a certain amount of hierarchical organization. 41 If the area of applicability is interpreted in a relatively restrictive manner and if the parties are more or less equal or symmetrical, the law of war offers realistic solutions. Conversely, the rules of those conventions will be rather fictitious and most will be violated if every conceivable violent act is regarded as being subject to the law on armed conflicts.
In particular, the law of war cannot take effect if one party is absolutely unable or unwilling to comply with its basic tenets. In the first instance, the operative prerequisites for applicability (it must be an organized armed group and thereby able to enforce compliance) are probably lacking. In the second instance, the party's actual aim is systematically to infringe the rules of international humanitarian law and to do away with the essential distinction between combatants and civilians. By analogy with treaty law, it could be argued that a party cannot accede to a treaty if it does not agree with its basic object or purpose.
The scope of application of international humanitarian law should not be overstretched. Even when, strategically and geopolitically speaking, certain acts must be treated as acts of war on account of their scale and nature, they do not necessarily amount to an "armed conflict" within the meaning of the law of armed conflicts.
42 This is particularly true of international terrorism whose hazy beginning, unforeseeable end and worldwide territorial context, coupled with controversy surrounding the attribution of responsibility for given acts to any one party, can result in the whole world being placed on a war footing, at any moment, indefinitely. "To speak of a war on terrorism in this jus in bello sense, is to distort the whole meaning and purpose of the laws of war by trying to make them applicable to a situation to which they were never intended." 43 The content of the international law of armed conflicts may provide some answers to what happens in the most markedly asymmetrical wars. But they are only partial answers and the reply as a whole may be wrong. And partial answers are an invitation to abuse through pick-and-choose tactics, especially when the issue is not addressed in its entirety. 44 International humanitarian law therefore has to walk a tightrope between overuse, misuse or irrelevance, either because it is not applicable to many of today's asymmetrical confrontations, or because it is inconsistent with the perceived interests of the warring parties. In particular, the terrorist acts being perpetrated, outside situations of armed conflict, in various parts of the world are criminal acts that should, inter alia, be dealt with by applying domestic and international human rights law. 45 In practice, that is primarily the legal framework being relied on. On the other hand, international humanitarian law continues to offer suitable answers to most international and internal armed conflicts, which still account for the majority of wars today. 
Humanitarian action in an asymmetrical war
In times of war, the ICRC is concerned not only with the observance of international humanitarian law, but also and above all with protecting and assisting the victims of such situations. 47 As it is present in the midst of the fighting, it must take a critical look at the various aims and forms of warfare so that it can gain access to the victims and carry out its humanitarian activities as effectively as possible.
The diversity of asymmetrical wars makes it impossible to deal with all the issues linked to specific forms of war. Tellingly, considerations similar to those relating to international humanitarian law, which is closely connected with the operational activities of the ICRC, hold good. The fact that certain new manifestations of war-like situations are barely covered by international humanitarian law does not mean that the institution must look on idly.
The mission of the ICRC is to help and protect victims of war and of similar acts of violence as far as possible. The organization has in particular to face the main humanitarian consequences of asymmetrical warfare, namely the fate of civilians affected by indiscriminate or even targeted attacks and the threat to dignity and integrity of persons detained in such contexts. "Elementary considerations of humanity" have to be respected and the legal standards upheld even in the worst circumstances.
It is crucial for the institution's planning to determine whether, in asymmetrical wars, it can perform those tasks in keeping with the basic principles governing humanitarian relief, according to which its good offices must be available impartially and without discrimination to all the victims of hostilities. Humanitarian action is affected by the global trends in warfare in that it has an impact on the ways that risks and potential dangers are managed and communication is carried out in order to preserve humanitarian space in the interest of the victims. The analysis of the local situation must go hand in hand with a broader analysis at a regional and global level. It implies therefore the adage "think globally and act locally."
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The difficulty and necessity of establishing contact with all parties
In order to gain access to war victims, the ICRC must negotiate with the various warring parties. Although the Geneva Conventions give the ICRC the right to carry out certain activities in international armed conflicts, 49 such as visiting prisoners of war, in practice it has to obtain the respective party's consent to do so. Whereas it is relatively easy to make contact with established government bodies, it is harder to reach non-governmental entities. Indeed, some people even find it suspicious that in such cases the ICRC has to hold talks with prohibited or "criminal" organizations. Contacts with rebel movements may be prevented in order to avoid any form of recognition. But in giving this order the party doing so, which is usually the government side, relinquishes the opportunity to start talks or reach an understanding with the rebels, at least on humanitarian matters. Such contact has often to be sought in a roundabout way or through intermediaries before closer relations can be established in conflict areas.
With increasing asymmetry, the lack of lawfulness and legitimation make it all the more difficult to establish contact. 50 If groups or movements are classified as downright criminal and without any right to engage in armed conflict, such as is the case in the "fight against terrorism", contact with them is not only often illegal but can jeopardize a delegation's safety. Yet contacts with all actors are essential in order to be able to operate in such areas unimpinged. The ICRC can at best obtain an indirect hearing through general public relations or cautious contacts with sympathizers, as the possible perpetrators tend to be shadowy figures. It frequently has access to them only once they have been captured, in other words when visiting prisoners.
In asymmetrical situations the ICRC therefore frequently has to guess from indirect contacts and incomplete information whether it has the assent of the belligerents and fairly safe access to the victims of hostilities. It cannot carry out humanitarian action without such minimum assurances and access to the victims. 51 By its very nature, humanitarian relief cannot be forced upon a belligerent against its will without the humanitarian organization itself becoming part of the war machinery.
Humanitarian action at odds with the aims of war
Humanitarian organizations can offer help and protection only if this is compatible with the aims of the warring parties or at least does not conflict with them. As already mentioned above, de jure and de facto consent has to be obtained. The belligerents mostly withhold it when a given operation does not square with the parties' stated or real purposes. At worst, the murder of a delegate or In an all-out war or in "identity wars" of an ethnic or religious nature aimed at expelling or exterminating the enemy, humanitarian action will have little prospect of success. The situation is even more dangerous when delegates engaged in humanitarian operations are seen as "soft targets" and become the object of attacks, as has happened, for example, in Iraq. In such cases even humanitarian organizations are regarded as enemy civilians.
Belligerents' interest in humanitarian action
Often the militarily stronger party's consent to the protective activities of the ICRC has nothing to do with reciprocity and is not necessarily contingent upon it. The target audience is that party's own nation and the international community. The message is that this consent is humanitarian in nature and that even the enemy is going to be given humane treatment, sometimes also in the hope that the enemy and its sympathizers might ultimately be convinced that it is worth respecting fundamental humanitarian norms.
In asymmetrical wars, the ICRC is often allowed to act only for humanitarian and not for legal reasons, so that no legitimacy can seem to be conferred on the adversary. The weaker parties to a conflict usually welcome humanitarian relief, as long as they do not perceive it as an instrument of the opposite, generally governmental party. Nevertheless humanitarian assistance can be instrumentalized by the weaker party, too, or become essential to their survival. On the one hand, a relief operation provides the needy civilian population with hope that the international community is not completely indifferent to its fate and that there is light at the end of the tunnel; on the other, insurgents try to elicit legitimation from the presence of foreign staff members in international aid agency teams. Lastly, not even the best possible supervision during the handing out of relief supplies can guarantee that warring parties do not benefit, at least indirectly, from those supplies.
The time-frame for humanitarian action
Humanitarian relief in asymmetrical conflicts is subject to the same laws as in all other conflicts; depending on the background, purpose and point in time, this relief may be seen as desirable, undesirable or somewhere in between. Assistance that fails to take the victims' interests into account can also prove to be counterproductive. Protection of victims must be closely allied with relief operations if effective assistance is to be provided in a war.
In any conflict, humanitarian relief activities can sometimes be incompatible with tactical war aims or with safety considerations regarding humanitarian staff. Hostilities are seldom fully or partly suspended in order to permit humanitarian action. Moreover, such cease-fires are fundamentally different from the situation encountered in highly asymmetrical wars.
To a great extent, the art of asymmetrical warfare lies in the dissimilar speed at which the parties wage war on one another. 52 Asymmetry arising from strength is usually aiming at accelerating hostilities and outpacing the adversary. Weaker parties tend to slow the war and protract it.
Consequently the time-frame for humanitarian action can also vary. In the short early phase of a war, the massive deployment of weapons and rapidly altering needs make it difficult to provide such relief, as for example in the initial phase of the Iraq war. Although there was a great necessity for ICRC action, the heavy bombardment meant that the organization's ability to deliver it was limited for security reasons. In the seemingly interminable second phase, the open conflict has turned into a covert war and a war of occupation. At the same time, reconstruction of the widely destroyed infrastructure has begun. For now at least, such reconstruction seems inconsistent with the aims of what is so far the militarily inferior party. This again shows that war aims extend beyond military action and that the purely military notion of war is beginning to unravel. For this reason, humanitarian relief operations can sometimes be incompatible with the political aims of one of the parties and therefore practically impossible to carry out. 53 Humanitarian protection and especially the visiting of prisoners of war and internees are the ICRC's main task at this stage. Naturally, it is focused on the militarily stronger party that has the necessary facilities. Reciprocity can scarcely be expected in asymmetrical wars, as the weaker party is usually neither able nor willing to take prisoners.
In the delicate and often very difficult transition period following the end of an open armed conflict or the actual or official end of an occupation, the situation of the most vulnerable members of the population often deteriorates and the need for security in view of the threats posed by former combatants and generally hazardous conditions increases. Addressing the manifold needs of the population after such a conflict raises a variety of questions at the policy level. 54 The uncertainty or the absence of agreement as to a clear legal framework does not facilitate protection activities, even less so if a regime change is being effected at the same time. Humanitarian work is confronted by the continuing problem of security, the lines between short and longer term aid become even more blurred and the already difficult transition from emergency aid to development work is impeded.
Emphasis on independence
Because, and even despite, the fact that the ICRC must be in close dialogue with the militarily more powerful party to a conflict, it must take care to remain visibly independent. Such independence is vital to ensure that humanitarian action is not used by the stronger adversary as an instrument to promote its own interests. 55 The sole obligation of the ICRC is towards the victims of hostilities, and the sole purpose of its cooperation with all parties to the conflict is to get humanitarian relief through to victims in an impartial and non-discriminatory manner.
The increasing militarization of humanitarian activity and the combining of military and humanitarian assistance constitute big problems for relief organizations, because these trends threaten the independence of their action -or at least the perception of its independence. 56 If humanitarian organizations are associated with military forces, there is a great risk that they will no longer be perceived as being impartial and independent of political control, and if the dividing line between humanitarian and military action is blurred, the very idea of humanitarian action -of impartial help to the victims -may be undermined. This is perhaps the institution's main concern, for it can dilute the concept of humanitarian action in the eyes of the belligerents, and can appear to compromise the independence of its activities and threaten the security of humanitarian workers if associated with the enemy. 57 This concern is due less to the limits of military humanitarian action per se than to the "contagious" impact it may have on civilian humanitarian action and for the victims of armed confrontations. 58 As a matter of principle, the ICRC therefore excludes recourse to armed protection of its humanitarian operations. 59 Only in very exceptional circumstances and when it is considered indispensable to defend its staff or its infrastructure against common law criminality is armed protection allowed. The imposition of humanitarian services against the will of a party to conflict is, however, not accepted by the ICRC. Furthermore, the ICRC always insists on complete logistic independence from all parties to a conflict, thereby emphasizing that it has its own distinctive identity.
Neutrality as operational instrument
In international law, the neutrality of States means not interfering in a war (principle of non-intervention), not giving one adversary a military advantage over another (principle of prevention) and treating all adversaries equally (principle of impartiality). Already reduced by the United Nations Charter, neutrality has largely continued to lose its significance owing to the rising number of internal conflicts, although it is still important in classic international humanitarian law.
For the ICRC, the neutrality of humanitarian organizations however is every bit as important as their independence from political actors. In order to gain the trust of parties to conflict, this principle requires not only that the ICRC should not take part in hostilities, but also that it should not intervene in political, religious or ideological controversies. 60 Neutrality is therefore not to equate with neutrality of States under international law: for the ICRC it is neither an end in itself, nor a philosophical principle, but rather an operative means of reaching those in need. Humanitarian organizations do not necessarily have to be neutral, nor did the International Court of Justice demand in the above-mentioned Nicaragua Judgment that humanitarian assistance must be neutral in all circumstances. Under the Statutes of the Red Cross and Red Crescent Movement, 61 the ICRC is, however, obliged to abide by the principle of neutrality as understood by the Red Cross and Red Crescent Movement.
For the ICRC and international humanitarian law, the questions of lawfulness and, more generally, of the reason for an actual war do not influence the action of the ICRC on behalf of the persons affected by the conflict and the applicability of the law. The aim is solely to protect and assist war victims, regardless of the political, religious or ideological reasons for the war or whether a resolution of the United Nations Security Council allowed it.
Naturally, delegates in the field must closely analyse the reasons for a war in order to tailor their humanitarian action to local circumstances, if only to ensure their own safety by not consciously or unconsciously thwarting the aims and intentions of the warring parties. In the interests of war victims, the ICRC and its delegates must insist that a clear conceptual distinction be drawn between the lawfulness of a war and the law governing the conduct of hostilities.
In asymmetrical wars, the ICRC struggles to have its neutrality and independence accepted by the parties. 62 The frequent tendency in such conflicts to proclaim a just (or holy) war and deny the adversary any legitimation whatsoever does not facilitate the task of the ICRC to provide humanitarian assistance for all victims, regardless of which side they belong to. It is hard to reconcile neutrality with the demand usually made in such situations by both parties that the organization should take sides. Moreover, neutrality is seen by some as morally reprehensible because no decision is taken as to the lawfulness or unlawfulness of the war. In glaringly asymmetrical situations the notion of neutrality is usually scorned, especially when the adversary is treated as a criminal. On the contrary, merely taking up contact with the enemy is regarded as approval of, or even branded as complicity in, its aims and deeds. The very idea of the ICRC having a role as a neutral intermediary under international humanitarian law, albeit only in humanitarian matters, is more easily dismissed.
If any acts by the parties are criticized or denounced as violations of international humanitarian law, this too is seen as a breach of neutrality. If the weaker adversary seriously infringes international law and even resorts to acts of terrorism, any criticism of the militarily stronger party's acts will very readily be viewed in that light. Conversely, the weaker party will quickly take criticism as indicating bias in favour of the stronger party. As the militarily weaker party must turn to internationally outlawed means of countering military asymmetry, it will soon suspect that criticism is designed to rob it of its last chance of standing up to its more powerful enemy.
Nonetheless, the ICRC considers that in the interests of victims it is duty bound to make contact with all parties, even when it disapproves of means or methods of warfare and has to make this plain. The chief purpose of neutrality is to enable the ICRC to assist war victims. 63 In the various conflict situations action must be planned in such a way that in a given context it is -and is seen to be -as neutral as possible. Thus the ICRC may be required to adopt different strategies in various conflict scenarios and cultural contexts, without harming its overall identity.
Perception of neutrality
Neutrality could have the passive connotation of doing nothing or standing on the sidelines; the above-mentioned vital trust of the warring parties must be earned actively not only through deeds, but also through perceptions. It rests on a whole range of measures, phenomena and symbols and on endeavours to convince and negotiate with all parties to a conflict.
The parties to asymmetrical conflicts often belong to a variety of political, religious or ethnic groups, and if they think that the ICRC is taking sides, this will not only impede or prevent humanitarian action, but will cause security problems. In some contexts, the ICRC must also bear in mind its delegates' nationality, religion or ethnic origins when deciding on the area to which they are to be assigned, in order to reduce the security risk to its staff and ensure that it can reach the victims.
The western origins of the ICRC, its financial structure based on substantial contributions from developped countries including the United States, and its resources which, though vital, often seem lavish in comparison with local circumstances, all undoubtedly combine to give the impression of a western, Christian, organization, an impression accentuated by the Red Cross emblem. Although the ICRC, like other humanitarian organizations, does not allow these attributes to influence its work, many people probably have a sneaking suspicion that in certain situations the institution is not neutral. Such perceptions are hard to overcome. The ICRC must strive to be classified on the whole as neutral in its activities throughout the world. This requires consistency, patience, stamina and a lot of hard work, especially to convince those parties which reject the ICRC. The aim is to win acceptance of the ICRC and above all acceptance of its impartial humanitarian relief in these new war situations.
Conclusion
Asymmetrical wars fit in neither with Clausewitz's concept of war nor with the traditional concept of international humanitarian law. As the warring parties are increasingly unequal and the principle of equality of arms does not apply to them, they have disparate aims and employ dissimilar means and methods to achieve their goals. Whereas classic international armed conflicts between States of roughly equal military strength are becoming the exception, internal wars are mostly fought between adversaries that are unequal in many respects. The militarily weaker party to such an asymmetrical war may be tempted to employ unlawful methods in order to overcome the adversary's strength and exploit its weaknesses. International terrorism -which can amount to a warlike situation since it disrupts societies and even the world order -epitomizes this kind of asymmetrical warfare.
Asymmetry has ramifications with regard to the legality of war, the legitimacy of the belligerents and the interests at stake in the application of international humanitarian law. "Just war" considerations are again gaining ground, enemies are being criminalized and sometimes labelled "terrorists" -even if such qualification is not always justified -and denied equality even under international humanitarian law. The expectation of reciprocity as a fundamental motivation for respecting the law is often misplaced and honourable fighting is replaced by perfidious behaviour; covert operations are becoming the substitute for open battles.
International humanitarian law should not be overstretched. It cannot be extended to situations other than those it is intended to cover without giving wrong directives. This is particularly relevant for the fight against international terrorism, which despite many warlike aspects does not necessarily amount to an "armed conflict" in the current sense of the law of war.
